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Standard Contract for Export of
Personal Information

Formulated by
the Cyberspace Administration of China

To ensure that the Personal Information processing
activities of the Offshore Recipient meet with the
Personal Information protection standards stipulated in
the relevant laws and regulations of the People's
Republic of China, and to specify the rights and
obligations of the Personal Information Handler and
the Offshore Recipient regarding Personal Information
protection, the Parties, upon negotiation, hereby enter
into this contract (the "Contract").

Personal Information Handler:
Address:

Contact Information:

Contact Person:

Position:

Offshore Recipient:
Address:

Contact Information:
Contact Person:

Position:

The export of Personal Information of the Personal
Information Handler and the Offshore Recipient will
be caried out in accordance with the agreements
hereunder, and the Parties [have] / [have agreed] to
enter into (name of commercial contract, if any), if any,
on Date with respect to the business activities in
relation to these processing activities.

The main body of this Contract is formulated in
accordance with the Measures on the Standard
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Contract for Export of Personal Information, and,
without prejudice thereto, any other covenants by and
between the Parties may be detailed in Appendix II,
which forms an integral part hereof.

Article 1 Definition

Under this Contract, except as otherwise provided:

1.1

1.2

1.3

1.4

1.5

1.6

1.7

"Personal Information Handler" refers to any
organization or individual that independently
determines the purpose and method of
processing in their Personal Information
processing activities and provides Personal
Information to a recipient outside the territory of
the People's Republic of China.

"Offshore Recipient" refers to an organization or
individual located outside the territory of the
People's Republic of China that receives
Personal Information from the Personal
Information Handler.

The Personal Information Handler or the
Offshore Recipient shall be referred to
individually as a "Party", and collectively as the
"Parties".

"Personal Information Subject" refers to the
natural person identified by or associated with
the Personal Information.

"Personal Information" refers to any kind of
information related to an identified or
identifiable natural person as electronically or
otherwise recorded, excluding information that
has been anonymized.

"Sensitive Personal Information" refers to
Personal Information that, once leaked or
illegally used, will easily lead to infringement of
the human dignity or harm to the personal or
property safety of a natural person, including
biometric recognition, religious belief, specific
identity, medical and health, financial account,
personal location tracking and other information,
as well as any Personal Information of any minor
under the age of fourteen.

"Supervisory Authority" refers to the cyberspace
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1.8

1.9

administration department of the People's
Republic of China at or above provincial level.

The term "relevant laws and regulations" refers
to the Cybersecurity Law of the People's
Republic of China, the Data Security Law of the
People's Republic of China, the Personal
Information Protection Law of the People's
Republic of China, the Civil Code of the People's
Republic of China, the Civil Procedure Law of
the People's Republic of China, the Measures on
the Standard Contract for Export of Personal
Information, and other laws and regulations of
the People's Republic of China.

Other terms not defined herein shall have the
respective meaning ascribed to them under the
relevant laws and regulations.

Article 2 Obligations of the Personal

Information Handler

The Personal Information Handler shall perform the
following obligations:

2.1

2.2

23

The processing of any Personal Information shall
comply with relevant laws and regulations, and
the export of Personal Information shall be
limited to the minimum scope necessary for
achieving the purpose of processing.

Inform the Personal Information Subject of the
name of the Offshore Recipient, its contact
information, the purpose and method of
processing, the types and retention period of
Personal Information, the method and procedure
for exercising the rights of the Personal
Information Subject, and other matters in
Appendix I "Details on Export of Personal
Information"; if any Sensitive Personal
Information is exported, the Personal
Information Subject shall also be informed of the
necessity to provide the Sensitive Personal
Information and the impact on the individual’s
rights and interests, except where relevant laws
and administrative regulations stipulate that it is
not required to inform the Personal Information
Subject.

If the Personal Information is exported based on
an individual’s consent, the separate consent
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2.5

2.6

2.7

2.8

from the Personal Information Subject shall be
obtained; if any Personal Information of a minor
under the age of fourteen is involved, the
separate consent from the minor's parents or
other guardians shall be obtained; if written
consent is required by laws or administrative
regulations, such written consent shall be
obtained.

The Personal Information Subject shall be
informed that the Personal Information Handler
and the Offshore Recipient have agreed through
this Contract that the Personal Information
Subject is a third-party beneficiary, and that the
Personal Information Subject will be entitled to
the rights of a third-party beneficiary pursuant to
this Contract if he or she does not expressly
refuse within 30 days.

Use reasonable efforts to ensure that the Offshore
Recipient will fulfill its obligations hereunder by
adopting the following technical and
management measures (taking into consideration
the potential security risks of Personal
Information arising from the purpose of Personal
Information processing, the types, scale, scope
and sensitivity of Personal Information, the
quantity and frequency of transmission, the
transmission and retention period of Personal
Information by the Offshore Recipient, etc.):

(Technical and management measures, such as
encryption, anonymization, de-identification,
access control, etc.)

Upon the request of the Offshore Recipient,
provide the Offshore Recipient with a copy of the
relevant legal provisions and technical standards.

Respond to the inquiries from the Supervisory
Authority regarding the Personal Information
processing activities of the Offshore Recipient.

Personal  Information  protection  impact
assessment shall be conducted in accordance
with relevant laws and regulations for the
contemplated Personal Information export
activities to the Offshore Recipient, which shall
focus on the following contents:
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2.9

2.10

(1) the legality, legitimacy, and necessity of the
purpose, scope, and method for processing
Personal Information by the Personal
Information Handler and the Offshore
Recipient;

(2) the scale, scope, type, and sensitivity of the
Personal Information to be exported, and
the potential risks to the rights and interests
in Personal Information by exporting the
Personal Information;

(3) the obligations that the Offshore Recipient
undertakes to assume, and whether its
management and technical measures and
capabilities to fulfill such obligations are
sufficient to ensure the security of Personal
Information to be exported;

(4) the risk of being tampered with, destroyed,
leaked, lost, or illegally used after the
Personal Information is exported, and
whether there is an accessible channel for
individuals to protect their rights and
interests in the Personal Information;

(5) an assessment of the impact of local
Personal Information protection policies
and regulations on the performance of this
Contract in accordance with Article 4
hereof; and

(6) other matters that may affect the security of
Personal Information to be exported.

The Personal Information protection impact
assessment report shall be retained for at least
three years.

A copy of this Contract shall be provided to the
Personal Information Subject upon request. If
any trade secret or confidential business
information is involved, relevant contents may
be properly processed without affecting the
understanding of the Personal Information
Subject.

The Personal Information Handler shall assume
the burden of proof for performance of its
obligations hereunder.
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2.11 provided to the Supervisory Authority the

Article 3

information referred to in Article 3.11 hereof as
required by relevant laws and regulations.

Obligations of the Offshore
Recipient

The Offshore Recipient shall perform the following
obligations:

3.1

3.2

3.3

3.4

3.5

The Offshore Recipient shall process the
Personal Information in accordance with the
covenants listed in Appendix I "Details on
Export of Personal Information"; if it needs to
process any Personal Information beyond the
purpose or method of processing, or the types of
Personal Information as agreed therein, in case
the processing of Personal Information is based
on an individual’s consent, the separate consent
from the Personal Information Subject shall be
obtained in advance; if any Personal Information
of a minor under the age of fourteen is involved,
the separate consent from the minor's parents or
other guardians shall be obtained.

If entrusted by a Personal Information Handler to
process any Personal Information, the Offshore
Recipient shall process the Personal Information
in accordance with its covenants with the
Personal Information Handler and shall not
process any Personal Information beyond the
purpose and method of processing as agreed with
the Personal Information Handler.

A copy of this Contract shall be provided to the
Personal Information Subject upon request. If
any trade secret or confidential business
information is involved, relevant contents may
be properly processed without affecting the
understanding of the Personal Information
Subject.

The Personal Information shall be processed in a
way that has minimum impact on the individuals’
rights and interests.

The retention period of Personal Information
shall be the minimum time necessary to achieve
the purpose of processing; if the retention period
expires, Personal Information (including all
backups) shall be deleted. If entrusted by a
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3.6

3.7

Personal Information Handler to process any
Personal Information, when the entrustment
contract is yet to be effective, becomes invalid, is
revoked or terminated, the Offshore Recipient
shall return the Personal Information to the
Personal Information Handler or delete it, and
shall provide a written explanation to the
Personal Information Handler. If it is technically
difficult to complete the deletion of the Personal
Information, the Offshore Recipient shall
discontinue any processing other than storage
and taking the necessary security measures.

The Oftshore Recipient shall keep the processing
of Personal Information secure by the following
means:

(1) implementing technical and management
measures including but not limited those
specified in Article 2.5 hereof, and carrying
out regular inspection to ensure the security
of Personal Information

(2) ensuring that all persons authorized to
process Personal Information will fulfill

their confidentiality obligations and
establishing access control with minimum
authorization.

If the Personal Information being processed is or
may be tampered with, destroyed, leaked, lost,
illegally used, or provided or accessed without
authorization, the Offshore Recipient shall carry
out the following works:

(1) adopting timely and appropriate remedial
measures to mitigate the adverse impact on
the Personal Information Subject;

(2) immediately notifying the Personal
Information Handler and report to the
Supervisory Authority as required by

relevant laws and regulations. The
notification shall include the following
matters:

(i) the types of Personal Information that
is being tampered with, destroyed,
leaked, lost, illegally used, or
provided or accessed without
authorization, the reasons and the
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3.8

3)

4

potential damage;

the remedial measures that have been
adopted;

(i)

(i) the measures that can be adopted by
the Personal Information Subject to
mitigate the damage; and

(iv) the contact information of the person
or team responsible for handling

relevant circumstances.

giving notification to the Personal
Information Subject, if required by the
relevant laws and regulations, in which
case the content of the preceding Item (2)
shall be included in the notification. If the
Offshore Recipient is entrusted by the
Personal Information Handler to process
any Personal Information, the notification
shall be given by the Personal Information
Handler to the Data Subjects;

recording and maintaining all the situations
in relation to the Personal Information that
is being tampered with, destroyed, leaked,
lost, illegally used, or provided or accessed
without authorization including all
remedial measures adopted, and retaining
such records.

The Offshore Recipient shall not provide any
Personal Information to a third party outside the
territory of the People's Republic of China,
unless all of the following conditions are met
simultaneously:

(1
)

There is an actual business need;

The Personal Information Subject has been
informed of the name and contact
information of the third party, the purpose
of processing, the method of processing,
the types of Personal Information, the
retention period, the method and procedure
for exercising the rights of the Personal
Information Subject, etc.; if any Sensitive
Personal Information is provided to the
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3.9

third party, the Personal Information
Subject shall also be informed of the
necessity to provide Sensitive Personal
Information and the impact on the
individual rights and interests, except
where relevant laws and administrative
regulations stipulate that it is not required
to inform the Personal Information Subject;

(3) Ifthe processing of Personal Information is
based on an individual’s consent, the
separate consent from the Personal
Information Subject shall be obtained; if
the Personal Information of a minor under
the age of fourteen is involved, the consent
from the minor's parents or other guardians
shall be obtained; if written consent is
required by laws or administrative
regulations, such written consent shall be
obtained.

(4) It has reached a written agreement with the
third party to ensure that the third party's
activities of  Personal Information
processing meet the Personal Information
protection standards stipulated in relevant
laws and regulations of the People's
Republic of China, and it will assume the
legal liabilities for infringing the rights of
the Personal Information Subject due to the
provision of Personal Information to a third
party outside the territory of the People's
Republic of China; and

(5) It will provide a copy of the aforesaid
written agreement to the Personal
Information Subject upon request; if any
trade secret or confidential business
information is involved, relevant contents
therein may be properly processed without
affecting the understanding of the Personal
Information Subject.

If the Offshore Recipient is entrusted by a
Personal Information Handler to process
Personal Information, and then sub-entrust the
processing to a third party, the consent from the
Personal Information Handler shall be obtained
in advance, and it shall require the sub-entrusted
third party to process the Personal Information in
accordance with the purpose and method of
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3.10

3.11

3.12

3.13

Article 4

processing as agreed in Appendix I "Details on
Export of Personal Information" hereof, and
shall supervise the Personal Information
processing activities of such sub-entrusted third

party.

Where any Personal Information is used for
automated decision making, the Offshore
Recipient shall ensure transparency in decision
making and fair and equitable results, and shall
not apply unreasonable differential treatment to
Personal Information Subjects in terms of
transaction price and other transaction
conditions; if giving push information and
commercial marketing to Personal Information
Subjects through automated decision making, a
non-personalized options must be available to
Data Subjects, or a convenient method for
rejection shall be provided.

The Offshore Recipient shall undertake that it
will provide the Personal Information Handler
with the necessary information required for
compliance with the obligations hereunder, allow
the Personal Information Handler to review the
necessary data files and documents, or to conduct
compliance audits of the processing activities
hereunder, and to facilitate the compliance audits
conducted by the Personal Information Handler.

The Offshore Recipient shall maintain objective
records of the Personal Information processing
activities and retain such records for at least three
years; it shall provide the relevant records and
documents to the Supervisory Authority directly
or through the Personal Information Handler as
required by relevant laws and regulations.

The Offshore Recipient shall agree to accept the
supervision and administration by the
Supervisory Authority in the relevant procedures
for monitoring the enforcement of this Contract,
including but not limited to responding to the
Supervisory Authority's inquiries, cooperating in
its inspections, obeying the measures taken or
decisions made by the Supervisory Authority,
and providing written proof that the necessary
actions have been taken.

Impact of Personal Information

protection policies and regulations in the country

10
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or region where the Offshore Recipient is located

on the performance of this Contract

The Parties shall warrant that by exercising
reasonable care at the time of the conclusion of
this Contract, they are not aware of any Personal
Information protection polices or regulations in
the country or region where the Offshore
Recipient is located that will affect the Offshore
Recipient’s performance of the obligations
hereunder (including any requirements to
provide Personal Information or to authorize
public  authorities to access Personal
Information).

The Parties represent that, in providing the
warranties in Article 4.1, an assessment has been
made by taking into consideration the following
factors:

(1) the specific circumstances of the export,
including the purpose of Personal
Information processing, the types, scale,
scope and sensitivity of the Personal
Information to be transferred, the scale and
frequency of transmission, the period for
Personal Information transfer and storage
by the Offshore Recipient, the Offshore
Recipient's previous experience in similar
export and processing of Personal
Information, whether the Offshore
Recipient has encountered any Personal
Information security incident and whether
it has handled the incident in a timely and
effective manner, whether the Offshore
Recipient has received any request from a
public authority in the country or region
where it is located to provide Personal
Information and the Offshore Recipient's
response;

(2) the Personal Information protection
policies and regulations of the country or
region where the Offshore Recipient is
located, including the following factors:

(i) the current laws and regulations and
generally applicable standards on
Personal Information protection in
such country or region;
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4.3

4.4

4.5

4.6

Article 5

12

(i) any regional or international
organizations relating to Personal
Information protection to which such
country or region is a member, and
any binding international
commitments that has made by the
country or region; and

(iii) the mechanism for the
implementation of Personal
Information protection in such
country or region, such as whether
there is any Personal Information
protection supervision and
enforcement agency and relevant
judicial agency, etc.

(3) security management system, security
capacities and technical measures of the
Offshore Recipient and its

The Offshore Recipient warrants that it has made
its best efforts to provide the Personal
Information Handler with the relevant
information necessary to conduct the assessment
under Article 4.2.

The Parties shall document the processes and
results of the assessment under Article 4.2.

In case the Offshore Recipient is unable to
perform this Contract due to any change in
Personal Information protection policies and
regulations of the country or region where it is
located (including any change in laws in such
country or region, or if any mandatory actions
has been taken in such country or region), the
Offshore Recipient shall notify the Personal
Information = Handler of such change
immediately after it becomes aware of such
change.

The Offshore Recipient shall immediately notify
the Personal Information Handler after receiving
a request to provide any Personal Information
hereunder from a government authority or
judicial agency of the country or region where it
is located.

Rights of the Personal Information
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Subject

The Parties agree that the Personal Information Subject
shall have the following rights as a third-party
beneficiary hereunder:

5.1

5.2
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In accordance with relevant laws and
regulations, the Personal Information Subject has
the right to be informed, the right to make
decision, the right to restrict or reject the
processing of his or her Personal Information by
others, the right to request for accessing,
copying, correcting, supplementing, and deleting
his or her Personal Information, and the right to
request an explanation of the rules for the
processing of his or her Personal Information.

With respect to the Personal Information that has
been exported, to exercise the aforesaid rights,
the Personal Information Subject may request the
Personal Information Handler to take appropriate
measures to enforce the rights or make a request
directly to the Offshore Recipient. If the Personal
Information Handler fails to do so, it shall notify
and demand the Offshore Recipient to assist in
enforcing such rights.

In accordance with the notification from the
Personal Information Handler or the request of
the Personal Information Subject, the Offshore
Recipient shall enforce the rights that the
Personal Information Subject are entitled to
pursuant to the relevant laws and regulations
within a reasonable period.

The Offshore Recipient shall truthfully,
accurately, and fully disclose the relevant
information to the Personal Information Subject
in a prominent manner and in clear and
understandable language.

If the Offshore Recipient rejects the request of
the Personal Information Subject, it shall inform
the Personal Information Subject of the reasons
for its rejection, and the mechanism for a
Personal Information Subject to file a complaint
with the relevant Supervisory Authority and to
seek judicial remedy.

The Personal Information Subject, as a third-
party beneficiary hereunder, shall have the right
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to claim for the performance of the following
provisions regarding the rights of the Personal
Information Subject hereunder against either or
both of the Personal Information Handler and the
Offshore Recipient:

(1) Article 2, except for Articles 2.5, 2.6, 2.7
and 2.11;

(2) Article 3, except for Articles 3.7.2, 3.7.4,
3.9,3.11, 3.12, 3.13;

(3) Article 4, except for Articles 4.5 and 4.6;

(4) Article 5;

(5) Article 6;

(6) Articles 8.2 and 8.3; and
(7) Article 9.5.

The provisions above shall not affect the rights and
interests of the Personal Information Subject under
the Personal Information Protection Law of the
People's Republic of China.

Article 6 Remedies

The Offshore Recipient shall designate a contact
person, who is authorized to respond to inquiries
or complaints regarding the Personal
Information processing and shall promptly
address any inquiries or complaints from the
Personal Information Subject. The Offshore
Recipient shall inform the Personal Information
Handler of its contact person's information and
shall inform the Personal Information Subject of
the same in an accessible way by sending a
separate notice or announcing on its website,
details as follows:

Contact person _and contact details (phone or
email

In case of a dispute between either Party hereto
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and the Personal Information Subject regarding
the performance of this Contract, such Party shall
notify the other Party, and the Parties shall
cooperate in resolving the dispute.

If the dispute cannot be resolved in an amicable
way and the Personal Information Subject
exercises the rights as a third-party beneficiary
pursuant to Article 5, the Offshore Recipient
accepts that the Personal Information Subject
may assert his or her rights by the following
means:

(1) filing a complaint with the Supervisory
Authority; and

(2) filing a lawsuit to the court pursuant to
Article 6.5.

The Parties agree that, when the Personal
Information Subject chooses the application of
the relevant laws and regulations of the People's
Republic of China in exercising his or her rights
as a third-party beneficiary regarding the dispute
hereunder, such choice shall be followed.

The Parties agree that, if the Personal
Information Subject exercises his or her rights as
a third-party beneficiary regarding the dispute
hereunder, he or she may file a lawsuit to a
people's court with jurisdiction in accordance
with the Civil Procedure Law of the People's
Republic of China.

The Parties agree that the choice made by the
Personal Information Subject to protect his or her
rights will not undermine the rights of the
Personal Information Subject to seek remedies
under other laws and regulations.

Article 7 Termination of Contract

In case the Offshore Recipient breaches its
obligations hereunder, in case the Offshore
Recipient is unable to perform this Contract due
to any change in Personal Information protection
policies and regulations of the country or region
where it is located (including any change in laws
in such country or region, or if any mandatory
measures has been taken in such country or
region), the Personal Information Handler may
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suspend the provision of Personal Information to
the Offshore Recipient until the breach is
rectified or this Contract is terminated.

If any of the following circumstances occurs, the
Personal Information Handler shall have the
right to terminate this Contract and notify the
Supervisory Authority if necessary:

(1) Personal Information Handler has
suspended the provision of Personal
Information to Offshore Recipients
pursuant to Article 7.1 for more than one
month;

(2) The Offshore Recipient's compliance with
this Contract will violate the laws of the
country or region where it is located;

(3) The Offshore Recipient is in material or
persistent breach of its obligations
hereunder; and

(4) The Offshore Recipient or the Personal
Information Handler breaches this Contract
as determined in a final decision of the
competent court or Supervisory Authority
governing the Offshore Recipient.

In case of Items (1), (2) and (4) above, the
Offshore Recipient may terminate this Contract.

The termination of this Contract by mutual
consent of the Parties shall not relieve them of
their obligations to protect Personal Information
during the Personal Information processing.

Upon termination of this Contract, the Offshore
Recipient shall promptly return or delete the
Personal Information it receives hereunder
(including all backups) and shall provide a
written explanation to the Personal Information
Handler. If it is technically difficult to complete
the deletion of the Personal Information, the
Offshore Recipient shall discontinue any
processing other than storage and taking the
necessary security measures.
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Article 8 Liabilities for Breach

Each Party shall be liable to the other Party for
any damage caused to the other Party due to its
breach of this Contract.

In case either Party infringes the rights of the
Personal Information Subject as a result of its
breach of this Contract, such Party shall assume
civil liabilities to the Personal Information
Subject, which shall not affect the administrative
and criminal liabilities to be assumed by the
Personal Information Handler under the relevant
laws and regulations.

In case the Parties are severally and jointly liable,
the Personal Information Subject has the right to
request either Party or both Parties to assume the
liabilities. If the liabilities assumed by either
Party are in excess of the proportion which shall
be assumed by it, it has the right to claim against
the other Party to recover.

Article 9 Miscellaneous

In the event of any conflicts between this
Contract and any other legal documents
concluded between the Parties, the provisions in
this Contract shall prevail.

The conclusion, validity, performance, and
interpretation of this Contract, and any dispute
between the Parties arising from this Contract
shall be governed by relevant laws and
regulations of the People's Republic of China.

All notices given hereunder shall be sent by e-
mail, telegram, telex, fax (with confirmation
copy sent by airmail) or registered airmail to
(detailed address) or any other address
superseding the aforesaid address as specified in
a written notice. If a notice hereunder is sent by
registered airmail, it shall be deemed received on
the  days after the postmark date. If sent by e-
mail, telegram, telex, or fax, it shall be deemed
received on the  business days after it is sent.

Any dispute arising from this Contract between
the Parties and any claim of a Party to recover
from the other Party for the prior
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indemnifications made to the Personal
Information Subject as liabilities shall be
resolved by the Parties through negotiation; if the
negotiation fails, either Party may adopt the
of the following means to resolve (if arbitration
is chosen, please check the arbitration
institution):

(1) Arbitration. The dispute shall be submitted
to:

O China International Economic and
Trade Arbitration Commission

O China Maritime Arbitration
Commission
00 Beijing Arbitration Commission

(Beijing International Arbitration
Center)

[0 Shanghai International Arbitration
Center

O , an arbitral institution
which is an arbitration institution of
a member of the New York
Convention on the Recognition and
Enforcement of Foreign Arbitral
Awards

for arbitration in (venue of arbitration)
according to their arbitration rules then in
force.

(2) Litigation. A lawsuit shall be filed to a
competent people's court in the People’s
Republic of China in accordance with the
laws.

This Contract shall be interpreted in accordance
with the provisions of relevant laws and
regulations and shall not be interpreted in any
manner conflicting with the rights and
obligations stipulated in relevant laws and
regulations.

This Contract is entered into in ___ counterparts,
with each Party holding  original(s) and all of
which shall have the same legal effect.
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Appendix I Details on Export of Personal
Information

Details of the export of Personal Information
under this Contract are agreed as follows:

1.  Purpose of processing:
2.  Method of processing:

3. Scale of Personal Information to be
exported:

4.  Types of Personal Information to be
exported (please refer to GB/T35273
Information  Security  Technology -
Personal Information Security

Specification and relevant standards):

9]

Types of Sensitive Personal Information
to be exported (if applicable, please refer
to GB/T35273 Information Security
Technology - Personal Information
Security  Specification and relevant
standards):

o

The Offshore Recipient shall only provide
the Personal Information to the following
third Parties outside the territory of the
People's Republic of China (if

applicable):
7. Transmission method:

8.  Retention period after being exported:
(from Date to Date)

9.  Storage location after exported:

10.  Other matters (as applicable):

20
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Parties (if needed)

Language. This Contract is executed by
the Parties in Chinese and English, and in
case of any discrepancies in Chinese and
English, the Chinese language shall
prevail.



